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Maritime Services
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Maritime Service Levels

Coordination of services in three levels:

« Maritime Services: Define purpose, operational

approach, user needs, provided information and _ Technical Services

. . aritime Services
relation to other services. Mertm

Data Models

« Technical Services: Describe set of technical
solutions including data model and communications
means to provide a Maritime Service.

« Data Models: Harmonise the representation of
information in data.

) $-100 Uni\{ersal
Guidelines for Technical Hydfograph“c Data

Guidance for Service from Domain Mode

Maritime Service Coordinating Bodies

TION OF THE
NCE ON THE DEFINITION AND HARhgg-I\I‘\lliC‘GAT‘ON
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» Data production is the first step, but we also -
. .. . . 467(101) -
need next-generation digital services for the B D STRUCTURE OF MAR
provision of the data!



IMO’s ECDIS performance standard

At NCSF\C>I 10, the following amendment to IMO’s ECDIS performance standard was
proposed:

“11.3.4 It should be possible to exchange, send and receive, both selected and
alternative route plans with shore-based maritime service providers. The exchange
should be in accordance with standard formats for route plan exchange® and
should use standard service interfaces including information security
protection® to allow for secure machine-machine communication.”

81EC 61174/IEC 63173-1.

9 [EC 63173-2 (Maritime navigation and radiocommunication equipment and
systems - Data interfaces - Part 2: Secure communication between ship and shore
(SECOM))



What is SECOM (IEC 63173-2)?

« SECOM provides standards for secure data exchange with
technical services.

* |t contains a technical service interface design that is in
accordance with guidelines and templates from IALA and
partly included in S-100.

» This includes data protection measures, formal API
specifications, and interfaces for service discoverability.

* It supports all S-100 based data models (not only route
exchange).

* The goal is to facilitate interoperability and reduce the need
to support many different service designs.

* Interfaces for digital identity management is also
implemented with the help of a Public-Key Infrastructure
(SECOM PKI)

’ This is a preview - click here to buy the full publication ‘
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SECOM Architecture
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SECOM Communication Patterns

“Send me all active S-124

* Get — Returns S-100 data based on filter criteria 2§ - data sets in Navarea
(such as geometry, validity period or identifier) o [Listof S-124 datasets] g

« Get summary — Returns a list of available S-100
data sets provided by a Service

o [List of S-101 metadata] g
* Subscribe — Creates a subscription to receive “ |

updates of S-100 data products (based on filter 4< on AlON information

criteria) g g

oda
« Upload — Can be used to push information to a
SECOM entity. o R
‘k Here is the latest S-125 data set b
« Access management — Used to provide data
services only to authorised service consumer

~a-  “lwantt ENC no. 534"
(e.g., after payment) ;.; . 'want to access your ENC no : 2
<X




Service Specification (Example forS-124)

sd NW Subscription

6.5 Subscription Interface Service Producer
The purpose of the interface is to request subscription on Navigational Warning datasets,
either on specific parameters, or the information decided upon by information provider.

Subscription(ldentifier, Geometry, ValidityPeriod) !

6.5.1 Operation

Subscription Notification(Subscriptionldentifier, SubscriptionEventType)

Subscription
T
1
winterface» 1
i opt Initial Data Request (see 7.1)/
¥ pti i lidityPeriod, ¥, UNLOCODE, :
1
1
! -
$ f[\ rL ! See Section 7.1
Subscription upload subscriptionNotification :
1
1
I
i

duce

loop Changed ge until subscription ended by orp

6.5.2 Operation Functionality

The Subscribe interface should be used to subscribe to Navigational Warnings. The specific
NW-data is identified by the parameters. The ids of Navigational Warnings can be retrieved J]<

Upload Message(S124DatasetResponse, FromSubscription, AckRequest )

by the Get Summary interface. If no parameters are specified, the consumer subscribes to Result()

updates on all NW-datasets. The subscription can be cancelled with the Remove
Subscription Interface or can be limited by specifying a subscription period. In a subscription,
only updates are submitted to the service consumer. So therefore, it is recommended that a
user subscribes to updates and initially requests all active NWs via the Get interface.

Remove Subscription(Subscriptionldentifier)

Subscription Notification(Subscriptionldentifier, SubseriptionEventType)

This interface consumes the following consumer interfaces

e Upload
e Subscription Notification Interface

L

Excerpts from the technical service specification for the NW-service, based on G1128, G1157 and IEC SECOM.



Benefits

« Secure and efficient way of delivering S-XXX data
products directly to the ECDIS.

« Automates the download and import of new data
(normally done manually by the mariner).

« Enables the ECDIS to implement real-time data
services through subscription.

* Global interoperability: A SECOM-compliant ECDIS
can automatically find and query necessary data
sets (from various authorities or service providers)
along an international route.

« Based on common web-technologies: Data
services can be integrated into other applications
easily (e.g., web apps, mobile apps, PPUs, etc.)




Implementation and Testing of SECC

« Open-Source Implementation available (Java) provided by General Lighthouse Authorities (UK/Ireland)
» Implementation of a SECOM trial service for S-124 Navigational Warnings in Australia
« Other authorities have started to trial SECOM services as well.

« Open Digital Incubator Initiative discusses/coordinates the implementation and development of technical
service specifications for maritime services in the context of e-Navigation.

Insights:

* Proper implementation of SECOM service requires an Identity Registry and Service Registry (as provided
by the Maritime Connectivity Platform)

« Implementation is straight forward and easy to test (due to the utilisation of well-established web-
technologies)

* In theory, SECOM services might be compatible with other communication technologies, such as VDES.
However, work needs to be done to achieve interoperability.


https://github.com/gla-rad/SECOMLib
https://digitalincubator.maritimeconnectivity.net/

Demonstration

« - C 'O 8 https;//navui.amsaconnectivity.net {}; 9 5 =

NAVWARN ”

o

AUS 0252 - WHITSUNDAY GROUP .: -
UNDERWATER RECOVERY OPERATIONS CENTRED ON 20-25.0S 148-56.5E. - .

VESSELS REQUESTED TO KEEP CLEAR. AREA IS MARKED WITH FOUR . S

VIRTUAL AIS AID TO NAVIGATION AT: &
20-23.472S 148-54.834E WHT_EXCL_ZONE_1
20-23.482S 148-58.087E WHT_EXCL_ZONE_2
20-26.489S 148-58.095E WHT EXCL ZONE 3

20-26.520S 148-54.883E WHT_EXCL_ZONE_4

S e e e

AUSCOAST WARNING 186

AN UNCHARTED SUBMERGED OBSTRUCTION POTENTIALLY 25 METRES
BELOW THE SURFACE HAS BEEN REPORTED IN POSITION 27-59.14S
153-35.95E.

AUSCOAST WARNING 196

CHART AUS4635 CAPE BYRON TO MACKAY
FAD 19 RE-ESTABLISHED IN POSITION 26-34.52S 153-27.21E.

AUSCOAST WARNING 218

SPECIAL PURPOSE VESSEL BLUEY UNMANNED/503112550 CONDUCTING
REMOTE SURVEY OPERATIONS IN AN AREA BOUNDED BY 30-18.00 S TO
31-50.00 S AND 114-04.00 E TO 115-30.00 E

2.5NM CLEARANCE REQUESTED.

AUSCOAST WARNING 217

1.5M LONG AUTONOMOUS UNDERWATER GLIDERS OPERATING IN AND
AREA BOUNDED BY 30-20 S TO 31-50 S AND 114-00 ETO 115-30 E

AUSCOAST WARNING 189

SPECIAL PURPOSE VESSEL GEO CORAL/LACA8 CONDUCTING SEISMIC
SURVEY TOWING 12 4.5NM CABLES IN AN AREA BOUNDED BY 19-04.00 S
TO 20-26.00 S AND 112-36.00 E TO 113-56.00 E.

6.0NM CLEARANCE REQUESTED.

O NOT USE FOR NAVIGATION - DATA MIGHT BE INCORRECT/INCOMPLETE




Thank you for your attention!

Questions?

Contact

Julius Moeller — Julius.Moeller@amsa.gov.au

Australian Government

Australian Maritime Safety Authority Ricky Withers — Ricky.Withers2@amsa.gov.au
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